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Metrological Information Technology

Working Fields

• Software testing and quality assurance 

• Data communication and security

• IT in legal metrology

• Gaming machines

• Research in Operating Systems and Cloud Computing

Metrological Information Technology

Type of activities

• Research and development in metrology 

• Testing and type approval

• Advisory activities for industry, associations and government
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WELMEC Commitee

‐ Founded November 1990
‐ European legal metrology
‐ establish a harmonized and consistent approach
‐ 37 members
‐ 8 Working Groups
‐WELMEC Working Group 7 “Software”

Software in Measuring Instruments

95-99 % of Measuring Instruments are Software Controlled

 Advantages: 

 Easy to adapt to the needs

 More complex measuring algorithms possible than in hardware

 Robust against physical effects (drift, EMC, …)

 Easy exchange of data (measurement values) over large distances

 Disadvantages (from the notified body point of view):

 Specific knowledge besides metrological skills necessary for examination (or at least helpful)

 Because of increased complexity: more effort for examination

 Fraud on measurement values often not obvious: software securing techniques necessary
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Software Requirements in MID

 Security and software identification (MID Annex I, 8.3)

 Data transmission and data storage (MID Annex I, 8.4)

 Interfaces (MID Annex I, 8.1)

 Software separation (MID Annex I, 7.6)

Welmec 7.2 Software Guide

 Structure of the Guide

A

C

E

D

B

Risk Classes

F

Basic 
Require-

ments for 
Built-for-
purpose 
Devices 
(Part P)

Basic 
Require-
ments for 
Universal 
Computers

(Part U)
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Definition of Risk Classes

low
Examination

level
middle

high

Protection against manipulation
low: no specific protection 

means
middle: means against use of 

wide‐spread simple 
tools (text editors, etc.)

high: state of the art in e‐
commerce.

Examination
low: functional test of the 

instrument

middle: examination based on 
functional description of the 
software (documentation + 
selected practical tests)

high: examination based on the 
source code

Software
Protection

low

middle

high

A

B C

D FE

Conformity

low middle high

Risk Classes A ‐ F

Conformity
low: functions identical

middle: selected parts of the 
software identical

high: whole software 
identical

‐

‐ ‐

‐

Assignments to Risk Class B

low
Examination

level
middle

high

A

B C

D FE

Conformity

low middle high

Risk Classes A ‐ F

‐ ‐

‐

‐

Software
Protection

low

middle

high

Conformity:
low: functions identical

Protection against 
manipulation:
middle: means against use of 

wide‐spread 
simple  tools

Examination:
middle: examination based 

on     
functional description

of the software 

(documentation + 
selected practical tests)
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Examples for Risk Class B Automatic Balance  for  the 
control and surveillance of 
automatic filling processesDimensional Measuring System for Cargo (Laser Scanner)

© Cargoscan

Assignments to Risk Class C

low
Examination

level
middle

high

Software
Protection

low

middle

high

A

B C

D FE

Conformity

low middle high

Risk Classes A ‐ F

‐ ‐

‐

‐

Software
Protection

low

middle

high

Conformity:
middle:
selected parts of the software 
identical

Protection against manipulation:
middle:
means against use of  wide‐
spread simple tools

Examination:
middle:
examination based on functional 
description  of the software 
(documentation + selected 
practical tests)
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Volume Measurement of Liquids other 
than Water on Road Tankers

©
Willig

Utility Meters

Examples for Risk Class C

Assignments to Risk Class D

low
Examination

level
middle

high

Software
Protection

low

middle

high

A

B C

D FE

Conformity

low middle high

Risk Classes A ‐ F

‐ ‐

‐

‐

Software
Protection

low

middle

high

Conformity:
middle:
selected parts of the software 
identical

Protection against 
manipulation:
high:
state of the art in e‐commerce

Examination:
middle:
examination based on 
functional  description of the 
software (documentation + 
selected practical tests)
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Example for Risk Class D

Taxameters

© Kienzle Argo

© HaLe

• The  International  Organization  of  Legal  Metrology  (OIML)  is  a  worldwide,  
intergovernmental  organization  

• Primary  aim  is  to  harmonize  the  regulations  and  metrological  controls  

• Four main publications

• OIML R: International Recommendations

• OIML D: International Documents (informative nature)

• OIML G: International Guides (give guidelines)

• OIML B: International Basic Publications (operating rules)

OIML
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• General  requirements  applicable  to software related 
functionality in measuring instruments

• Gives guidance for verifying the compliance

• Basis for  establishing  specific  software  requirements  
and procedures  in  OIML  Recommendations

OIML D31 Scope

• Two Levels: Normal (I) and Raised (II)

• Determined by risk of fraud, required conformity, 
required reliability, intest of defrauder, and the possiblity 
to repeat or interrupt a measurement

• Platform used (universal PC)

Security Level
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• 5.1 General Requirements

• 5.1.1 Software Identification

• 5.1.2 Correctness of algorithms and functions

• 5.1.3 Software Protection

• 5.1.4 Support of hardware features

Software Requirements (General)

• Legally relevant software needs a software version or 
token

• Identification shall be linked to the software

• Should be stated in the type approval certificate

• Checksum is an acceptable solution

5.1.1 Software Identification
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• accuracy of the algorithms,  

• price calculation according to certain rules

• rounding algorithms

• It shall be possible to examine algorithms and functions 
either by metrological tests, software tests or software 
examination

5.1.2 Correctness of algorithms and functions

• A measuring  instrument  shall  be  constructed  in  such  a  way  
that  possibilities  for  unintentional,  accidental, or intentional
misuse are minimal

• Only  clearly  documented  functions are  allowed  to  be  activated  
by  the  user interface

• Apropriate   sealing   by   mechanical,   electronic   and/or 
cryptographic means

5.1.3 Software protection
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• Support of fault detection

• Example: calculate checksum at boot and check with 
predefined value

• Support of durability protection (adjustment after time)

• Example: Software warning after time exceeds

5.1.4 Support of hardware features

For certain technologies

• 5.2.1 Hardware/Software Separation (LR, NLR)

• 5.2.2 Shared indications (multiple windows)

• 5.2.3 Storage and Transmission of Data

• 5.2.4 Specifying minimal requirements (hardware)

• 5.2.5 Software conformity

• 5.2.6 Software update

Software Requirements (Specific)
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• Metrologically critical parts of a measuring system shall not be inadmissibly
influenced

• applies if the measuring instrument has interfaces for communicating with other
devices, with the user, or with other software parts besides the metrologically
critical parts

• Identifying these parts and listing all communication commands

• Without software seperation, everything is legally relevant

• If the legally relevant software part communicates with other software parts,  
a  software interface shall be defined

• the legally relevant software shall have priority

5.2.1 Hardware/Software Separation

• Software  that realizes the indication of measurement values and
other legally relevant  information belongs to the legally relevant 
part

• The LR window shall not be deleted or overlapped by other
software as long as the measurement is running

• The  use of a  universal  computer is not  appropriate as part of a  
measuring system if increased protection against fraud is
necessary

5.2.2 Shared indications
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• The  measurement value stored or transmitted shall be accompanied by all  relevant 
information

• The data shall be protected by software means to guarantee the authenticity, integrity

• For a high protection level it is necessary to apply cryptographicmethods

• measurement data must  be stored automatically when the measurement is concluded (sufficient
memory)

• The measurement shall not be inadmissibly influenced by a transmission delay (timestamp)

5.2.3 Storage and Transmission of Data

• Processor, RAM, HDD, etc. necessary for correct functioning shall be
declared by the manufacturer and stated in the type approval certificate

• Prevent operation, if the minimal configuration requirements are not 
met

5.2.4 Specifying minimal requirements (hardware)
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• The legally relevant  software must conform to the approved type and the
documentation submitted

• Four different levels:

• identity of the legally relevant  functions;

• identity of parts of the legally relevant  source code and the rest of the legally
relevant software complying with

• identity of the whole legally relevant source code

• identity of the LR executable code

5.2.5 Software conformity

• NLR software does not require verification after being updated

• After the update of the LR software the verification must be done (renewing
seals)

• Traced Update: verification at  place is not necessary.  The software update is
recorded in  an  audit trail; (fixed software) several steps: loading, integrity
checking, authenticity checking, installation, logging and activation

• Depending on national legal legislation, the user has to give his consent to a 
download

5.2.6 Software update
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Software update

Traced and verified update ->

• Manufacturer declares and documents all program functions, relevant data 
structures and software interfaces of the legally relevant software part.

• No hidden undocumented functions

• Operating manual

• Software ID

• List of commands

• Overview of the systems hardware

Documentation
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Validation Methods

Conclusion

• OIML D31 is similiar to WELMEC 7.2, but has no risk classes

• OIML D31 goes into more detail compared to WELMEC 7.2

• Annex in both documents: Checklist and Example



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)
    /HUN <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


